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Implementation of Dynamic Diversion Mechanisms
for Secure and Effective Logging on Intrusion Trap System

KEISUKE TAKEMORI,* KENJI RIKITAKE," YUTAKA MIYAKE®
and KoJi NAKAOt

Internet Trap has been known as a notable platform to find out characteristics and an ori-
gin of intruders by recording the suspicious activities. However, it cannot divert a suspicious
TCP connection to a trap system after the detection of suspiciousness even in the middle
of TCP connections. Therefore, it may not be a perfect solution to protect a real system
against malicious activities. In this paper, we propose advanced diversion mechanisms which
can divert the suspicious TCP connections from a real to a trap system by using a trigger of
Intrusion Detection System (IDS). The system is called Intrusion Trap System (ITS), which
has the mechanisms for protecting a real system. Furthermore, the mechanisms provide syn-
chronous connection flow management between connections with a real and a trap system so
as for effective Logging. The diversion mechanisms are a general concept which is applicable
to various types of application service. We implement ITS which applied for FTP and HTTP
services, and evaluate performance of latency. As a result, I'TS achieves high performance, we
recognize that intruders hardly notice the existence of our system.
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Table 3 FTP/HTTP latency comparison with and
without ITS.
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Table 4 FTP/HTTP dynamic diversion latency on ITS.
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